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Abstract. Most lattice-based cryptographic schemes are built upon the assumed hardness of the
Short Integer Solution (SIS) and Learning With Errors (LWE) problems. Their efficiencies can be
drastically improved by switching the hardness assumptions to the more compact Ring-SIS and Ring-
LWE problems. However, this change of hardness assumptions comes along with a possible security
weakening: SIS and LWE are known to be at least as hard as standard (worst-case) problems on
euclidean lattices, whereas Ring-SIS and Ring-LWE are only known to be as hard as their restrictions
to special classes of ideal lattices, corresponding to ideals of some polynomial rings. In this work, we
define the Module-SIS and Module-LWE problems, which bridge SIS with Ring-SIS, and LWE with
Ring-LWE, respectively. We prove that these average-case problems are at least as hard as standard
lattice problems restricted to module lattices (which themselves bridge arbitrary and ideal lattices). As
these new problems enlarge the toolbox of the lattice-based cryptographer, they could prove useful for
designing new schemes. Importantly, the worst-case to average-case reductions for the module problems
are (qualitatively) sharp, in the sense that there exist converse reductions. This property is not known to
hold in the context of Ring-SIS/Ring-LWE: Ideal lattice problems could reveal easy without impacting
the hardness of Ring-SIS/Ring-LWE.

1 Introduction

A euclidean lattice is the set of all integer linear combinations of some n linearly independent vectors
belonging to a euclidean space. There are many algorithmic problems related to lattices. In this work, we
will consider the Shortest Independent Vectors problems (SIVP): The goal is to find n linearly independent
vectors 81,...,8, in a given n-dimensional lattice, that minimize max; ||s;||. (The dimension of a lattice
is the dimension of the vector space spanned by its vectors.) A standard relaxation of this optimization
problem, parametrized by v(n) > 1, consists in requesting that max; ||s;|| is within a factor v of the optimal
value. This variant is referred to as SIVP, and + is called the approximation factor. SIVP, is known to be
NP-hard for any approximation factor v < O(1) (see [4]). A standard and well accepted conjecture is to
assume that there is no polynomial time algorithm that achieves an approximation factor that is polynomial
in n, even using quantum computing [25].

Lattice-based cryptography is a branch of cryptography exploiting the presumed hardness of lattice prob-
lems such as SIVP,. Its main advantages are its simplicity, efficiency, and apparent security against quantum
computers. But perhaps the most appealing aspect is that lattice-based cryptographic protocols often enjoy
very strong security proofs based on the hardness of worst-case problems. Typically, an average-case problem
(solvers of which correspond to a protocol attacker) is shown to be at least as hard as the arbitrary instances
of another problem (the worst-case problem) which is presumed difficult. Note here that a worst-case problem
needs every instance to be solved (e.g., with non-negligible probability), as an average-case problem only
requires some instances (a non-negligible proportion) to be solved. We refer to [25] for a recent survey on
lattice-based cryptography.

Two main problems serve as the foundation of numerous lattice-based cryptographic protocols. The first
one, introduced by Ajtai in 1996 [1], is the Short Integer Solution problem (SIS): For parameters n, m and ¢
positive integers, the problem is to find a short nonzero solution z € Z™ to the homogeneous linear system
Az = 0 mod ¢ for uniformly random A € Zy*™ (the notation Z, denotes the ring of integers modulo g).
The second one, introduced by Regev in 2005 [35], is the Learning With Errors problem (LWE). The search
version of LWE is as follows: For parameters n and ¢ positive integers and x a probability density function



on T = R/Z ~ [0,1), the problem is to find s, given arbitrarily many independent pairs (a, %(ms) +e)
for a vector a € Zj chosen uniformly at random, and e € T sampled from x. It is possible to interpret
LWE in terms of linear algebra: If m independent samples (a;, %(ai, s) + e;) are considered, the goal is to
find s from (A, %As + €), where the rows of A correspond to the a;’s and e = (ey, ..., e,,)T. The decision
counterpart of LWE consists in distinguishing between arbitrarily many independent pairs (a, %(a, s)+e)
sampled as in the search version and the same number of uniformly random and independent pairs.

Ajtai [1] proposed the first worst-case to average-case reduction for a lattice problem, by providing a
reduction from SIVP., to SIS. Later, Regev [35,36] showed the hardness of the LWE problem by describing
a (quantum) reduction from SIVP, to LWE. Cryptographic protocols relying on SIS or LWE therefore
enjoy the property of being provably as secure as a worst-case problem which is strongly suspected of being
extremely hard. However, on the other hand, the cryptographic applications of SIS and LWE are inherently
inefficient due to the size of the associated key (or public data), which typically consists of the matrix A.

To circumvent this inherent inefficiency, Micciancio [18,20] — inspired from the efficient NTRU encryption
scheme [13] that can itself be interpreted in terms of lattices — initiated an approach that consists in changing
the SIS and LWE problems to variants involving structured matrices. In these variants, the random matrix A
is replaced by one with a specific block-Toeplitz structure, thus allowing for more compact keys and more
efficient algorithms. The problem considered by Micciancio in [20] was later replaced by a more powerful
variant [15,31], now commonly referred to as Short Integer Solution problem over Rings, or R-SIS (it was
initially called Ideal-SIS). A similar adaptation for LWE, called R-LWE, was introduced by Lyubashevsky
et al. [16] (see also [39]). Similarly to SIS and LWE, these problems admit reductions from worst-case lattice
problems [15,31,16], but, however, the corresponding worst-case problem is now SIVP., restricted to ideal
lattices (which correspond to ideals of the ring of integers of a number field corresponding to the specific
matrix structure). The latter problem is called Id-SIVP,.

Main results. In this paper, we bridge the reductions from SIVP to SIS and Id-SIVP to R-SIS on the first
hand, and from SIVP to LWE and Id-SIVP to R-LWE on the second hand. We consider two problems M-SIS
and M-LWE, where the letter M stands for module. A module is an algebraic structure generalizing rings and
vector spaces, whereas module lattices (corresponding to finitely generated modules over the ring of integers
of a number field) generalize both arbitrary lattices and ideal lattices. Note that M-LWE has recently been
introduced (although not studied) in [7], where it is called Generalized-LWE. We describe two new worst-case
to average-case reductions: A reduction from Mod-SIVP (i.e., SIVP restricted to module lattices) to M-SIS
in the proof of Theorem 3.6, and a (quantum) reduction from Mod-SIVP to M-LWE in both its search and
decision versions in the proofs of Theorems 4.7 and 4.8.

The Mod-SIVP to M-SIS and Mod-SIVP to M-LWE reductions are smooth generalizations of the existing
reductions: By setting the module dimension and the field degree appropriately, we recover the former
reductions. When doing so, the conditions on the approximation factor v and the modulus ¢ required for
the results to hold match with the conditions of the existing reductions, up to a factor that is logarithmic
in the lattice dimension. These parameters quantify the quality of the reductions: The hardness of the
SIVP problem is given by the approximation factor ~, whereas the bit-size of the average-case instances is
proportional to log q.

To achieve these results, we carefully combine and adapt the existing reductions and their proofs of
correctness ([11] and [15] for M-SIS, and [36] and [16] for M-LWE). At a high level, the module structure
can be seen as a “tensor” between the lattice and ideal algebraic structures, leading to reductions and proof
that can heuristically be seen as “tensors” of the former reductions and proofs.

On the way, we improve the state-of-the-art results on the hardness of R-SIS and R-LWE. Concerning
R-5IS: We improve the reduction from Id-SIVP,, by allowing for smaller values of g; this improvement is
obtained by adapting a technique based on the Chinese Remainder Theorem and developed by Lyubashesvky
et al. in [16] in the context of R-LWE; its application to R-SIS was suggested in [16] but left open. Concerning
R-LWE: We show that R-LWE is hard for all sufficiently large ¢, independently of the arithmetic properties
of ¢ with respect to the ring dimension n; this improvement is obtained by adapting the modulus-switching
technique developed by Brakerski et al. in [8] in the context of LWE.



A larger toolbox for cryptographic design. The hardness results for M-SIS and M-LWE possibly enlarge
the toolbox for devising lattice-based cryptosystems. Let us consider small examples. The following is an
instance of M-SIS for which we can prove hardness for specific values of the parameters n, ¢ and 5. Given a; ;’s
sampled uniformly and independently from the uniform distribution over Z,[z]/(z™+1), the goal is to find z;’s
in Z[z]/(z™ + 1) not all zero, with coefficients smaller than a prescribed bound 8 and such that:

zo | =0 mod gq.
a1 G22 423

21
{011 ai2 a13} .
Z3

Similarly, our results on M-LWE imply that for specific values of n, ¢ and for a specific error distribution
taking small values in Z[z]/(2™ +1) (or, actually, a specific distribution over such distributions), the following
pair is computationally indistinguishable from uniform over its range:

a1l a2 a1l a2 81 €1
Q21 G22 | , | @21 Q22 LJ + |e2 | modgq |,
asz1 as2 az1 a3z2 €s

where the a;;’s and s;’s are sampled uniformly in Z,[z]|/(z” + 1), and the e;’s are sampled from .

Note that the existing results on R-LWE and R-SIS already imply that these problems are no easier than
some SIVP instances: For example, one can embed an R-SIS instance into the first row of an M-SIS instance,
and generate the other row(s) independently. However, with this approach, the hardness of the corresponding
worst-case instances is related to n-dimensional instances of SIVP. With our new approach, we can show that
the M-SIS instance above is no easier than solving SIVP for a (2n)-dimensional lattice (or, more generally,
a (dn)-dimensional lattice, if the number of rows of the M-SIS matrix is d). If SIVP is exponentially hard
to solve (with respect to the lattice dimension), the module approach provides a complexity lower bound
for solving this simple M-SIS instance that is the square (resp. dth power) of the lower bound provided by
relying on R-SIS. This assertion relies on the reasonable conjecture that the module structure is harder to
exploit in SIVP solvers than the ideal structure (because an ideal lattice can be embedded in a module lattice
of any dimension).

From the cryptographic construction viewpoint, we expect that most constructions based on R-SIS and R-
LWE can be adapted to M-SIS and M-LWE, with an efficiency slowdown (in terms of memory requirements,
communication costs and algorithm run-times) bounded by a constant factor when d = O(1).

Hedging against a possible non-hardness of 1d-SIVP. Our results lead to cryptographic primitives whose
efficiencies are within a constant factor of those based on R-SIS/R-LWE, but for which the security relies on
Mod-SIVP instead of Id-SIVP. We argue here that Mod-SIVP is possibly a harder problem than Id-SIVP.

First, the SIVP to SIS and SIVP to LWE reductions are qualitatively sharp in the sense that they allow
for converse reductions: Both LWE and SIS can be solved using an SIVP solver. Such a result is not known
to hold for Id-SIVP and R-SIS/R-LWE, hinting that Id-SIVP is possibly easier to solve than R-SIS/R-LWE.
We show (in Section 5) that the Mod-SIVP to M-SIS/M-LWE reductions admit converse reductions. Further,
M-LWE and M-SIS are obviously no easier than R-LWE and R-SIS. Similarly, Mod-SIVP can trivially be
shown to be no easier than Id-SIVP (as any Id-SIVP instance can be embedded into a Mod-SIVP instance of
higher dimension). As a result, the existing reductions hint that Mod-SIVP, M-LWE and M-SIS are possibly
harder than R-LWE and R-SIS, which are themselves possibly harder than Id-SIVP.

Second, Id-SIVP has been much less studied than SIVP, and attacks on SIVP working only in the case of
ideal lattices cannot be fully ruled out. Such attacks could, for example, exploit the multiplicative structure
of the ideals, and fail to hold as soon as the rank d of the module is greater than 1 (i.e., a phase transition
between d = 1 and d > 1). Such weaknesses due to the multiplicative structure actually exist for some lattice
problems. Consider for example the task of estimating, within a factor v, the euclidean norm of the shortest
nonzero vector in the lattice (known as GapSVP,). This problem is suspected to be extremely hard in the
worst case for values of « that are polynomial in the lattice dimension. But it is easy for ideal lattices, as
Minkowski’s bound on the lattice minimum is known to be essentially sharp in that case (see, e.g., [32, Se. 6]).



Further, we suspect that this problem is hard in the worst case for module lattices with module rank greater
than 1, as it would allow one to efficiently solve R-LWE. We briefly describe that reduction. With the same
notations as above, R-LWE with two sample pairs consists in deciding whether ai, by, as, b2 are uniformly
and independently sampled in Z,[z]/(2™ + 1) X Zg[z]/(z™ + 1), or whether there exists s € Zg[z]/(z™ + 1)
such that both by — a1 - s and by — ass have small coefficients. In the first case, the shortest nonzero vectors
of the module lattice (a1, az) - Z,[x]/(x™ + 1) + (b1, ba) - Zy[z] /(2™ + 1) + (¢Z[z] /(2™ 4+ 1))? are expected to be
of norms that are close to Minkowski’s bound (i.e., around \/ﬁql/ 2 up to a constant factor). In the second
case, there is an unexpectedly short nonzero vector in it. We note that no such phase transition is known
for Id-SIVP, but it cannot be ruled out given our current knowledge.

Related works. Most SIVP to SIS reductions (including ours) consider the euclidean norm. Peikert [28]
described an SIVP to SIS reduction that handles all £, norms. Independently, many variants of LWE have
been shown as hard as Regev’s original LWE: These variants may consist in sampling the secret vector s
from the same distribution as the errors [3], in sampling the error vectors from other distributions [29,12]
and in relaxing the conditions on the factorisation of the modulus [22, Se. 3] (see also the references therein).
Other cryptographically useful variants of SIS and LWE proven as secure as SIVP include k-SIS [5], ISIS [11],
subspace-LWE [14,33] and extended-LWE [27,2,8].

In [29,8], Peikert and Brakerski et al. partially dequantized Regev’s proof of hardness of LWE [36],
by proposing a reduction from the decisional GapSVP, problem to LWE. Peikert’s classical reduction is
restricted to large LWE moduli ¢ (that are additionally required to be products of many small primes in the
case of the decisional variant of LWE), unless one considers a variant of GapSVP that is somewhat unusual.
Peikert’s dequantization carries over to the module case, by giving a reduction from GapSVP restricted to
module lattices to M-LWE (using Lemma 4.14 from Section 4). Note that it also carries over to ideal/R-
LWE setting but is meaningless in this situation as GapSVP is easy for ideal lattices and the involved
approximation factors v (as a good approximation to the minimum known). The reduction of Brakerski et
al. consists of several steps, the first one being Peikert’s reduction. It is thus equally useless in the case of
ideal lattices.

Some computational aspects of module lattices have been investigated in [6,10] (see also [9, Ch. 1]). These
results show that the additional algebraic structure may be exploited to obtain compact representations of
modules (namely, pseudo-bases) similar to lattice bases in Hermite Normal Form and LLL-reduced lattice
bases. None hints that SIVP would be any easier when restricted to module lattices.

Peikert and Rosen [32] observed that solving R-SIS exactly consists in finding a short nonzero vector in
a module lattice.

Open problems. The assumption that standard lattice problems remain hard for ideal lattices is extensively
used in modern cryptographic constructions, via the R-SIS and R-LWE problems. However, ideal lattices
are very structured objects, and the existence of algorithms exploiting their specific properties should not
be discarded too quickly. The fact that GapSVP is easy for these lattices should be seen as a warning of
potential risk. The hardness of lattice problems restricted on ideal lattices remains to be assessed. Another
approach would be to base the hardness of R-SIS and R-LWE on the worst-case hardness of standard lattice
problems for more general classes of lattices. Note that a result in that direction is obtained in [8], but only
in the case of an exponential modulus ¢, which is of limited practical interest.

No weakness is currently known for module lattices of module rank greater than 1. Designing algorithms
that exploit this structure is a very exciting research problem, as it may also impact the hardness of R-SIS
and R-LWE;, as explained above.

Finally, it could be of interest to adapt the main result of [8] to the M-LWE/R-LWE setting. Brakerski
et al. present a self-reduction for LWE that trades modulus bitsize for dimension: LWE with modulus ¢ and
dimension n is (essentially) as hard as LWE with modulus ~ ¢* and dimension n/k.

Road-map. We first give reminders on euclidean lattices, elementary algebraic number theory and Gaussian
measures. In Section 3 we give a reduction from Mod-SIVP to M-SIS. Then, in Section 4, we describe



a (quantum) reduction from Mod-SIVP to both the computational and the decisional variants of M-LWE.
Finally, we give converse reductions in Section 5, i.e., reductions from both M-SIS and M-LWE to Mod-SIVP.

2 Preliminaries

Notation. Vectors will be denoted in bold, and if x is a vector, then its ith coordinate will be denoted by x;
and its euclidean norm will be denoted by ||x||. For a tuple of vectors X = (x;);, we let || X || = max; |||
The vector e; denotes the vector with 1 in its ¢th coordinate and 0 in all its other coordinates. Let B € R"
be a basis. We let B be the Gram-Schmidt orthogonalisation of B.

We use standard Landau notations. Furthermore, we say that a function f(n) is poly(n) if it is bounded
by a polynomial in n. The notation w(f(n)) refers to the set of functions (or an arbitrary function in that
set) growing faster than c- f(n) for any constant ¢ > 0. A function £(n) is said negligible if it decreases faster
than the inverse of any polynomial function, i.e., if it is n=“(). Finally, a function is exponentially small
in n if it is 279,

The statistical distance between two distributions X and Y on a countable set D is defined as follows:
A(X,Y) = 13 cp |X(d) — Y(d)|. We say that two sequences (X, )n, (Yy)n of distributions indexed by
a variable n are negligibly close if A(X,,Y,) is negligible in n. Finally, we let U(S) denote the uniform
distribution over any finite measure set S.

Remark on the reductions. The worst-case lattice problem SIVP, is suspected to be exponentially hard to
solve with respect to the lattice dimension n for any function y(n) € poly(n). This gap between the costs
of the algorithms involved in the cryptographic primitives and the cost of the best known attacks is a very
attractive feature. For this reason, it is interesting to consider two regimes when analyzing worst-case to
average-case reductions from SIVP: In the first regime, we assume we are given a polynomial time algorithm
for solving the considered average-case problem with non-negligible probability; In the second (somewhat
less standard) regime, we assume we are given a subexponential-time algorithm for solving the considered
average-case problem with non-exponentially small probability. The precise parameters of the problems at
both ends of the reductions sometimes have to be set differently, so that the reductions essentially preserve
the success probabilities and distinguishing advantages. We concentrate here on the first regime, but give
the parameter adjustments for the main results to hold in the second setting.

Polynomial representation versus canonical embedding. We propose a unified analysis of R-SIS/M-SIS and
R-LWE/M-LWE by only considering the complex canonical embeddings of the ring elements. Note that
all prior works on R-SIS except [32] used the polynomial embedding. However, the canonical embedding
representation is mathematically sounder, and the unification leads to a more natural connection between
R-SIS and R-LWE.

2.1 Some algebraic number theory

In the following, we recall a few facts on elementary algebraic theory in this special case. We refer the reader
to [26] and [16,17] for thorough introductions to the topics covered in this subsection.

Number field and cyclotomic field. Every complex root of a polynomial g(X) € Q[X] is an algebraic number.
The minimal polynomial of an algebraic number £ is the unique irreducible monic polynomial f of minimal
degree such that £ is one of its roots. An algebraic integer is an algebraic number whose minimal polynomial
belongs to Z[X]. Let £ be an algebraic number, the number field K = Q(§) is a finite extension of the rational
number field Q. It is also an n-dimensional vector space over Q with basis {1,¢,...,£" 1}, where n is the
degree of f. We call n the degree of K. Let R be the set of the algebraic integers belonging to K. This is a ring,
called the ring of integers (or maximal order) of K. If £ is an algebraic integer, then Z[§] = Z;-L:l Z-¢ C R.
In general, this inclusion can be strict.



A cyclotomic field is a field K = Q(&) where ¢ is a root of unity. If £ is a primitive v-th root of unity, then
it is a root of the v-th cyclotomic polynomial @, . The degree n = ¢(v) of @, is the degree of K (here ¢(-)
denotes Euler’s totient function). In the case of cyclotomic fields, we have R = Z[¢].

In this work, all number fields will be cyclotomic fields.

Complex embeddings. The canonical embeddings are the n ring homomorphisms o; : K — C that fix every
element of Q. In our particular case of cyclotomic fields, all n embeddings are complex: They are defined
by o; : £ — & for any j € ZX. Note that if j is invertible modulo v, then so is v — j, and o,_; =
7;. For notational simplicity, we let J denote [v/2] N Z). We call canonical embedding vector the ring
homomorphism o¢ : K — C" defined as: o¢(y) = (0(y)),czx, where addition and multiplication in C" are
component-wise. Indeed, for any z,y € K, we have that o¢(x - y) is the component wise product of o¢(x)
and oc(y). By elementary linear algebra, we observe that an element of K is fully specified by its canonical
embedding vector.

The trace Tr : K — Q and the (algebraic) norm N : K — Q are defined as follows: Tr(z) = >_,;x 0;(x)
and N(z) = [[;¢zx 0j(z). For any z,y € K we have Tr(z - y) = >, ;= 0;(2) - 0;(y) = (oc(x),0c(y)) where
(-,-) is the canonical Hermitian product on C".

Space H. We use the following subspace of C", as in [16]:
H ={(2j);ezx € C":Vj €, 20— =T5}.

Let h; = %(ej +e,_;) and h,_; = %(ej —e,_j) for j € J. The h;’s form a basis of H as a real vector
space. An element x € K can be represented according to the basis (h;);: For z € K, we define oy (z) by

op(z) = (x;); € R" such that oc(z) = 32, z; - hj. As oc(z) = (0j(2));, we have, for j € I:

€5 _1 11 oj(m) and O’j(l‘) o 11 T
Ty—i| 2 |—=ii| |ow—j(z) op—j(x)| |1 =i |xp_j]|’
The addition in H is component wise. Let oy (z) = (x;); and on(y) = (y;);, we define the multiplication
by ou(z - y) = (2;); where, for j € J:

R I B e L N P e I I e T N R
Rv—j Ty—j Tj Yv—j Zy—j Yv—35 Yj Ty—j
To ease the presentation, we identify elements of K with their oy embeddings.

Ideals. An (integral) ideal I of R is an additive subgroup of R that is closed under multiplication by every
element of R. The smallest ideal of R containing the set S is denoted by (S). The quotient R/I is the set
of the equivalence classes g + I of R modulo I. For any nonzero ideal, the norm N(I) of the ideal is the
number of elements of the quotient ring R/I. We have N'((x)) = N (z), for all z € K.

Let I and J be ideals of R. We define the product of two ideals by IJ = {>", a;0; : o € I, 5; € J} and
their sum by I+ J = {a+p:a € I, € J}. Anideal I C R is prime if for any ab € I then a € I or
b € I. Every ideal of R can be represented as a unique product of prime ideals, and for a prime ideal I, the
quotient ring R/I is the finite field of order N'(I). A fractional ideal I C K is a set such that dI C R is an
(integral) ideal for a nonzero d € R. The nverse of a fractional I is defined by I~ = {a € K : oI C R} and
is itself a fractional ideal. We have I1~! = R. The dual of an ideal is defined as IV = {x € K : Tr(zI) C Z}.
We have IV =1-1. RV,

In our setup of cyclotomic fields, if ¢ is a prime integer, the prime ideal factorization of (¢) C R can be
computed efficiently. In particular, if ¢ = 1 mod v, then (¢) =[] jezx 95 where each q; if a prime ideal with
norm N(q;) = ¢. The field K has n automorphisms 7; : K — K defined by 7;(¢) = &’ (for j € Z)). As
noted in [16, Le. 2.16], the automorphism group of the {7;} acts transitively on the set {q;},.



An isomorphism of quotient rings. Lyubashevsky et al. [16, Se. 2.3.9] used the Chinese Remainder Theorem
to make explicit an isomorphism between I/¢I and R/qR for an arbitrary positive integer ¢, which we recall
now. Let R, and R respectively denote R/qR and RY /qR".

Let t € I be such that (t) + ¢I = I (such a t exists and can be found efficiently given I and the
prime ideal factorization of (¢), see [16, Le. 2.14]). The function 0; : K — K defined as 6;(z) =t -z
induces an isomorphism from R, to I/qI. Moreover, this isomorphism may be efficiently inverted using
07! : I/ql — R, defined by 0;'(y) =t~ -y’ mod qR where v/ = y mod ¢I and y’ € (t). The function 6;
also induces an isomorphism from I'/qIV to R} that may be efficiently inverted using 0, R — IV /qI"
with 6, '(y) =t~ -y’ mod ¢R where y' = y mod ¢I" and ¢’ € ().

Modules. A subset M C K% is an R-module if it is closed under addition and multiplication by elements of R.
It is a finitely generated module if there exists a finite family (by)y of vectors in K such that M = 3", R-by.
In general, if the ring R is arbitrary, an R-module may not have a basis. But here K is a number field, so R
is a Dedekind domain, and we have the existence of so-called pseudo-bases (see, e.g., [9, Ch. 1]): For every
module M, there exist I nonzero ideals of R and (bg); linearly independent vectors of K 4 guch that
M = 22:1 Ij, - b,. We say that [(Ix)k, (br)k] is a pseudo-basis of M. The terminology pseudo-basis is used
as the coefficient ideals I can be non-principal. The representation of the elements of M with respect to
a pseudo-basis is unique. Two pseudo-bases can generate the same module and then, they have the same
cardinality. The latter is called rank of the module.

We define the dual of a module by MV = {z € K¢, Vy € M : Tr((z,y)) € Z}, where (-, -) is the Hermitian
product on K¢ We have the following property:

Lemma 2.1. If M = 22:1 I, - by, then MY = ZZ:1 I - b), where the b} ’s are defined by (b, b)) = 1 if
k= 1{ and (b,,b]) =0 otherwise.

Proof. We first show that Zzzl I)-bl CMV.Letx € 22:1 I}/ -b) . Then for each i there exists z, € I such
that x = 22:1 z,-b). Lety = ZZ:1 Yp-b, € M. Then by linearity, we have Tr({x, 7)) = 22:1 Tr(xkyy). For
all ¢, we have z, € I}/ and yy € I, and thus Tr(z,yx) € Z. Therefore, we have Tr((x,y)) € Z and x € M".

We now show that M"Y C Zi:l I/ -bY. Let x € MY C K% We can write ¢ = 22:1 x;, - by, for some x’s
in K. It suffices to show that z, € I;/. Let y, € I be arbitrary. By linearity, we have Tr({(z,yibi)) =
Tr(xzryk) € Z. This implies that x), € I,/. O

We generalize the isomorphism 6; defined above to modules. Let M = 22:1 I by, f: /gl x ... %
Iq/qly — M/gqM be such that f(z1,...,2,) = ZZ:1 2k by and g : M/gM — I /ql; X ... X Iq/ql4 be
such that g(zgzl xp - by) = (1,...,7,). The functions f and g are ring isomorphisms and g = f~!.
Let 01,, ..., 01, be as described above. We define the functions © and ©~! as follows: © = fo (0, x...x0y,)
and 7! = (91_11 X . ..X 01_(11)0 g. The function © induces an isomorphism from RZ to M /qM with inverse ©~1.

2.2 Lattices

We refer to [21,34] for introductions to lattices and their computational aspects. A euclidean lattice A C R™
is the set of all integer linear combinations > %_; z;b; of some linearly independent vectors (b;)1<i<, € R™.
We write £(B) for the lattice spanned by the basis B = (b;);<,. We call p the dimension of the lattice. In
this work, we will restrict ourselves to full-rank lattices, i.e., with p = n.

The minimum A1(A) of a lattice A is the norm of any of its shortest nonzero vectors. More generally, the
ith successive minimum \;(A) is the smallest radius r such that A contains ¢ linearly independent vectors
of norm at most r. The dual lattice of A CR™ is A* = {x € R" : Vy € A, (x,y) € Z}. If A = L(B) then
A* = L(B*) with B* = B~T.

We consider the following generalization of SIVP. Let ¢ denote an arbitrary real-valued function of a
lattice (e.g., taking ¢ = A, allows one to recover SIVP,). Let v > 1 be a function of the dimension n. The
Generalized Independent Vectors Problem GIVPY is as follows: Given a lattice basis B, find n = dim(£(B))
linearly independent vectors sy,..., s, € £L(B) such that max; ||s;|| < v - &(L(B)).



For ¢ = A, this problem is NP-hard for any approximation factor v < O(1) (see [4]). The best known
algorithms (even quantum) for an exact solution and an approximation to within any polynomial factor -y
all have exponential complexities [25]. This motivates the following conjecture: There is no polynomial
time (quantum) algorithm that approximates lattice problems to within a polynomial factor. The follow-
ing stronger conjecture also seems to hold: There is no sub-exponential time (quantum) algorithm that
approximates lattice problems to within a polynomial factor.

Ideal and module lattices. As op is an embedding from K to R™ and I an ideal of R, the set oy (I) is a
lattice. We call it ideal lattice with respect to K. To ease the presentation, we often identify I and og(I).
We let Id-GIVP denote the restriction of GIVP to ideal lattices.

We define module lattices similarly. The map (o, ..., o) is an embedding from K¢ to RV, with N = nd,
and M C K¢ a module of R. By abuse of notation, we also call it o. The set o5 (M) is a module lattice.
Similarly to ideal lattices, we let Mod-GIVP denote the restriction of GIVP to module lattices. Note that if M
is a rank d module and if K has degree n, then the corresponding module lattice has dimension N = nd.
For any z € K% we define ||z| = (ke 2jezs loj(z1)[?)1/2. We also define ||| = max; |o;(xx)],
2,00 = max; (3, |0 (z1,)[*)'/? and ||z, = maxy (3, o (zx)*) /2.

When a module is given as input of a problem, we consider that we give a lattice basis of the corresponding
module lattice. Note that it is equivalent to give a basis of the module lattice and a pseudo-basis of the module
because from the first representation, the second representation is computable in polynomial time [6,9]. All
asymptotic statements involving modules (including hardness results) will be given for N growing to infinity.

[l

2.3 Gaussian measures

For a vector ¢ € R™ and a real s > 0, the Gaussian function is defined by ps..(z) = e=mI1==21% ) for all
x € R". This function is extended to any countable set A C R™ in the usual way: ps c(A) = > c 4 Ps.c().
By normalizing the Gaussian function, we obtain the continuous Gaussian probability distribution: Ds(x) =
ps(x)/s"™. For r = (r1,...,m,)T € (RT)", a sample from D, over R" is given by (D, );.

In the following of the paper, we use the elliptical Gaussian distributions in the basis {h;},c;x, as in [16].
For (r;);czx € R" such that r; = r,_; for all j € J, a sample z from D, is given by oc(z) = >_; z; - hy,
where each z; is independently chosen from the Gaussian distribution D, over R.

We define ¥, o) for 0 < a < o', as the set of Gaussian distributions D, with a < r; < o/, for all 7. We
write W<, when a = 0. We also recall the distribution 7, used in [16]. The gamma distribution I'(2, 1) with
shape parameter 2 and scale parameter 1 has density texp(—t) for ¢ > 0 and zero for t < 0. For « > 0, a
distribution sampled from 7, is an elliptical Gaussian distribution D, whose parameters are r; = r,_; =
ay/1+4 y/nz;, where the z;’s for j € J are chosen independently from I'(2,1). We will use the following
result on I'(2,1).

Lemma 2.2 ([16, Claim 5.10]). Let P be the distribution I'(2,1)™ and @ be the distribution (I'(2,1) —
21) X ... x (I'(2,1) — z,) for some 0 < z1,...,2, < 1/y/n. Then for any measurable set A C R™, we have

fAQZm'(IAP)2~

For all ¢ € R™, s > 0 and lattice A, the discrete Gaussian probability distribution with support A, center ¢
and standard deviation s is defined by:

Ps C(CIJ)
Ve e A, Dpse(x) =— .
A ( ) Ps,C(A)

The following theorem ensures that for s large enough, it is possible to efficiently sample according to a
discrete Gaussian distribution.

Theorem 2.3 ([11, Th. 4.1] and [8, Se. 5]). There is a probabilistic polynomial time algorithm that,
given a basis B of an n-dimensional lattice A = L(B), a standard deviation s > | B|| - v/logn, and a center
c € R", outputs a sample whose distribution is D s c.



The smoothing parameter of a lattice was introduced by [24]. For an n-dimensional lattice A and a positive
real ¢ > 0, the smoothing parameter 7. (A) is the smallest s such that py,5(A*\{0}) < . This parameter gives
a threshold above which many properties for continuous Gaussians also carry over to discrete Gaussians. We
recall a few standard properties on discrete Gaussians that we will need in our reductions.

Lemma 2.4 ([24, Le. 3.3]). Let A be an n-dimensional lattice and € > 0. Then n.(A) < w :
An(4).

This lemma implies a (trivial) reduction from SIVP, to GIVPY, with o/ = v/4/ w We will
describe worst-case to average-case reductions involving GIVP"= instead of SIVP. In our reductions, we will
consider two choices for e: For the reduction with a polynomial time oracle, we will use ¢ = n=“() and for
the sub-exponential time oracle we will take ¢ = 272("),

Lemma 2.5 ([28, Le. 3.5]). Let A be an n-dimensional lattice ande > 0. Thenn.(A) < w/)\fO (A%),
where A\3° refers to the lattice minimum with respect to the infinity norm.

Lemma 2.6 ([11, Cor. 2.8]). Let A’ C A be n-dimensional lattices. Then for anye € (0,1), any s > n.(A'),
and any ¢ € R™, the distribution (D s mod A') is within statistical distance at most 2¢ of the uniform
distribution over AJA’.

Lemma 2.7 ([23, Le. 4.4]). Let A be an n-dimensional lattice, s > 2n.(A) for ¢ < 1/100, and ¢ € R™.
Then for any (n — 1)-dimensional hyperplane H, the probability that x ¢ H where x is chosen from Dy s .
is > 1/100.

2.4 Linear combinations of Gaussians

The sum of two continuous Gaussians with parameters s and 7 is a continuous Gaussian with parameter
V2 + r2. We have the following similar result for the sum of a continuous Gaussian and a discrete one.

Lemma 2.8 (Adapted from [36, Claim 3.9]). Let A be an n-dimensional lattice, u € R, r € (RT)",
o >0 and t; = \/r? + 02 for all i. Assume that min; r;o/t; > n.(A) for some ¢ € (0,1/2). Consider the
discrete distribution Y on R™ obtained by sampling from D iy and then adding a vector taken from D,.
Then we have A(Y, D) < 4e.

Proof. This proof follows the same principle as the one of [36, Claim 3.9], the only difference being that [36,
Claim 3.9] considers the case where all r;’s are equal. Using the Poisson summation formula, one obtains
that the probability density function Y can be written as:

() (Hi J;;) v —u(AY)
where t| = ;0 /t; and o, = r2x;/t2 for all i, and where f denotes the Fourier transform of f. Then, we have:

i\ —
1= (H 0’Ti> pr i —ul )

K2

- (H 1) -y

. (2
2

Ve e R": Y(x)

)

IA

per (A*\ {0}), with ¢/ =1/¢, for all 4,

< per(A*\{0}), with 7 =1/r; for all 5.

Let s’ and o’ > 0 be such that s} > o’ for all i. We have that for any vector «:

m ~exp (—wzua')%? - <s;>2x?>> >1

This implies that ppr (A* \ {0}) < & and ppr (A*\ {0}) < &, which completes the proof. |



We will also use the following lemmata.

Lemma 2.9 (Adapted from [28, Cor. 5.3]). For any n-dimensional lattice A CR™, ¢ € R", ¢ € (0,1),
t > /27, unit vector u € R"™ and s > n.(A), we have:

1
Pr [|(b—cu)| > st] < — ty/Ime- e
bDa s 1—c¢

Lemma 2.10 (Adapted from [28, Cor. 5.3]). Let A be a n-dimensional lattice, € € (0,1) and r € R™

with r; > ne(A) for alli < n. Then we have Proy—p,., [||&|/o > (max; r;) - t] < 2en-exp(—mnt?) for all t > 0.

In particular, for t = w(y/Togn) (resp. t = 2(\/n)) the above probability is at most n=*®) (resp. 272,
We now generalize [28, Cor. 5.3] and [37, Le. 2.9] to the case of module lattices (over the ring of integers

of a cyclotomic number field).

Lemma 2.11. Let ¢ € (0, ﬁ) and z1,...,%n € R. Let M C K? be a rank d module on R, s > n.(M)
and c1,...,cm € R If the y’s are independently sampled from the D s, ’s, then, for allt > 0:

1
Pr [|| Z 20 (Yo — 1) [lo> stllz]| < 2l—titN\/27re e
Le[m]

In particular, for t = w(y/log N) the above probability is negligible with respect to N.

Proof. The proof builds upon that of [28, Cor. 5.3]. The principle is to interpret the m Gaussian samples
from the N-dimensional lattice M as one Gaussian sample from the (Nm)-dimensional lattice L and then
apply Lemma 2.9, where L = M x --- x M (i.e., the Cartesian product of m copies of M). We also define
< =(c1,...,cn)T € (RN™ and Y = (y1,...,ym)T € (RY)™. We have ps (L) = [loepn) ps.c(M). The
vector Y has distribution D L.s@- We have:

S et — ] [(@:().e, T =FM))

GC(ZZK'(ZIIZ_CK)): : = :
st Sitiocte =] | (0.0, (T@ = 7@))

with 7 = (21,...,2m)T € R™, yHR ek = (ygk) - cgk), . ,ygf) - cgﬁ))T € R™ for k € [d], and, for any
jEZS and T € R™, 0;(7) = (0(20)) eeim)-

By applying the union bound over all j € Z) and all k € [d], it suffices to obtain a probabilistic upper
bound on the Hermitian product between o;(Z) and o;(7 *®) — @ ®) for any fixed j and k. For the rest of
the proof, we fix j € Z)X and k € [d]. Wlog (by complex conjugation), we take j € J.

For ¢ € [m], let u, = (ugl), e ,uéd))T € C" with ugkl) =(0,...,0)T for k' # k, and:

FELX

JELY

u =0,...,0,0;(2),0,...,0,—i-0;(2),0,...,0)T,

i.e., the coordinate of index j is equal to o;(2¢), the coordinate of index v —j is equal to —i-0;(2,), and all the
others are 0. We now define % € C"¥™ as the concatenation of the u,’s (for £ € [m]), and o (Y — €) € R™m
as the concatenation of the oy (ys — ¢¢)’s. We have:

(0,(2),0;(F® = C0)) =3 0;(z)a; (yF — ) = (d,ou (Y — €)).
¢

Now, we define ¥ = o /||| € C"¥™. By Lemma 2.9, we have:

Pr [[ou(¥ — @), R(V))| > st] < Lt e et

YDy 2 l1—¢
Pr [(on(¥ — @), 3(V))| > st] < L+ Ctvame - e
7<—’DL,S,E’ 1—-¢

10



where R and < respectively denote the real and imaginary parts of a complex number. By using the union
bound and scaling by || @] < ||z||, we obtain that:

Pr [|(&, 0 (F" — D] = stll=l] < 21 tv/Fme e

This leads to the claimed result. O

The product of a continuous Gaussian on R with parameter s and a scalar € R is a continuous Gaussian
with parameter xs. This can be generalized to the ring and module settings. The following result is given
n [16], but without proof.

Lemma 2.12. Let r € (R™)" with r; = r,_; for all j € Z}, v € K sampled from D, and e € K fized.

v

Then x - e is distributed from D, with v’ = r;|o;(e)| for all j.

Proof. Let us write oc(2) = >_; ;- hj where each z; is sampled from D, . By definition of the h;’s, we have
oj(z) = (zj+iz,—;) and 0,—;(2) = (¥; —izy—j), for j € J. Let oc(e) = >, ¢;-h;j and oc(e-x) =3, y;-h;.

We have, for j € J
[yj]:{ej _e”_j}{xj]
Yv—j Cu—j €5 Ty—j

The vector (y;j,y,—;)7 is an orthogonal transformation of the vector (x;,,_;), and thus y; and y,_; are
statistically independent. Further, the reals y; and y,_; are samples of DT; and Dr;,j respectively, with

rp=mr,_ = (3?7"‘? + 612/—]‘7"3—]')1/2 =rjloj(e)l. O
The following lemma generalizes the previous result to the module setting.

v’

fired. Then 3°, xyey is distributed from Do with vl =15+ (3o,.cq |07 (ex)|>)Y? for all j.

Lemma 2.13. Let r € (RT)" with rj = r,_j for all j € ), x € K2 sampled from D, s ande € K9

Proof. By Lemma 2.12, we have that xy, - e); has distribution D, with rj ; =1}, = r;lo;(ex)| for all j.
The quantity under scope is the sum of independent Gaussians. g

3 The Short Integer Solution Problem

In this section, we describe a reduction from Mod-GIVP to M-SIS.

3.1 Variants of SIS
We first recall the SIS and R-SIS problems, and introduce M-SIS.

The Short Integer Solution Problem. The SIS problem was first introduced by Ajtai [1].

Definition 3.1. The Small Integer Solution problem SIS, ,, g is as follows: Given A € Zy*™ chosen from
the uniform distribution, find z € Z™ such that Az = 0mod q and 0 < ||z|| < 8.

As observed in [24, Le. 5.2], for any ¢, A € Zy*™ and 8 > V/mg™™, the SIS instance (¢, A, 3) admits a
solution. There are several reductions from GIVP to SIS (see, e.g., [1,23,11]). The strongest known result is
the following.

Theorem 3.2 (Adapted from [11, Th. 9.2]). For e(n) = n=“(") there is a probabilistic polynomial
time reduction from solving GIVPZ: in polynomial time (in the worst case, with high probability) to solving
SISy,m.z in polynomial time with non-negligible probability, for any m(n),q(n),B(n) and y(n) such that
v = Byn-w(Viogn), ¢ = By/n-w(logn) and m,logq < poly(n).
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SIS over rings. The R-SIS problem was concurrently introduced in [31] and [15].

Definition 3.3. The problem R-SIS; . g is as follows: Given ai,...,a, € R, chosen independently from
the uniform distribution, find z1,...,2y € R such that Y.*  a; - z; = O0mod ¢ and 0 < ||z]| < B, where
z=(21,...,2m)T € R™.

This problem over rings can be interpreted in terms of structured integer matrices. For example, when n
is a power of 2, then R and R, are isomorphic to Z[x]/(z" + 1) and Z,[z]/(z™ + 1) respectively, and the ring
multiplication a; - z; can be written as the multiplication of the vector of Z"™ whose entries are the coefficients
of z; and, with a nega-circulant matrix whose entries are derived from the coefficients of a;. In this setup,
R-SIS is a variant of SIS where A is restricted to being block negacirculant: A = [Rot(aq1)|... |Rot(am)],
with:
bo —bp—1---—b )

b by - —b n-
,1 ,0 2 , forb:ZbixiER.

=0

Rot(b) :=
bnfl bn72 bO

By using a technique from [16] (namely, the isomorphism between I/ql and R, described in Subsection 2.1)
into the proof of [15], one obtains the following result.

Theorem 3.4. Fore(n) = n=“®) | there is a probabilistic polynomial time reduction from solving Id-GIVPe
in polynomial time (in the worst case, with high probability) to solving R-SIS, n, g in polynomial time with
non-negligible probability, for any m(n), q(n), S(n) and y(n) such thaty > B/n-w(v/logn), ¢ > By/n-w(logn)
and m,log q < poly(n).

SIS over modules. The problem M-SIS generalizes both SIS and R-SIS. We use the following notations:
the variable n denotes the dimension of the ring R and the variable d corresponds to the rank of the module
M C R% we let N = nd denote the dimension of the corresponding module lattice, and give the complexity
statements for N growing to infinity.

Definition 3.5. The problem M-SIS, ., g is as follows: Given ay,...,an € RZ chosen independently from
the uniform distribution, find z1,...,2y, € R such that > " a; -z = 0mod ¢ and 0 < ||z|| < B, where
z=(21,...,2m)T € R™.

Like R-SIS, M-SIS can be interpreted in terms of matrices. In the same setting as above for R-SIS, it
consists in taking a SIS matrix A of the form:

n=N/d

DN ANNDINN

NN NONNANNN
d blocks

| e

A NNINNN AONNANNN

m blocks

In the rest of this section, we will prove the following result.

Theorem 3.6. For any d > 1 and e(N) = N=“() | there is a probabilistic polynomial time reduction from
solving Mod-GIVPYs in polynomial time (in the worst case, with high probability) to solving M-SIS, ., 5 in
polynomial time with non-negligible probability, for any m(N),q(N), B(N) and v(N) such that v > Sv/N -
w(vIogN), ¢ > BVN - w(log N) and m,logq < poly(N).

12



In the case of a sub-exponential oracle (and with e(N) = 27?(N)) the result still holds and the conditions
on the parameters become v > 32(N) and q > S2(N3/2).

Taking n = N and d = 1 in Theorem 3.6 allows us to recover Theorem 3.4. Also, by taking n = 1
and d = N in Theorem 3.6, we obtain a hardness result for SIS that is as good as that of Theorem 3.2.

3.2 A reduction from Mod-GIVP to M-SIS

In order to prove that the new problem M-SIS is as hard as GIVP restricted to module lattices, we use the
following intermediate problem, introduced in [23].

Definition 3.7 ([23, Def. 5.3]). The Incremental Independent Vectors Problem IncGIVP:, is as follows:
Given a tuple (B, S, H) where B is a basis of an n-dimensional lattice, S C L(B) is a full-rank set of vectors
such that ||S|| > v - n-(L(B)) and H is a hyperplane, find h € L(B) \ 1 such that ||h|| < ||S]|/2.

Theorem 3.8 ([19, Th. 6.3]). For any function € and vy, there is a probabilistic polynomial time reduction
from solving GIVPe (in the worst case, with high probability) to solving IncGIVPIe (in the worst case, with
high probability).

As the latter reduction preserves the lattice, it induces a reduction from Mod-GIVPZ: to Mod-IncGIVP’s,
ie., IncGIVP’e restricted to module lattices. To prove Theorem 3.6, we provide a reduction from Mod-
IncGIVPZE to M-SIS; .-

Suppose that an oracle O solves M-SIS, ,,, g in polynomial time with probability N —O() | The algorithm
for Mod-IncGIVP proceeds as follows on input (B, S, H). We write M = £(B). Let s be such that

2¢ ) q|lS||
max | —,+/log N | ||S]| <s <
(’Y & IS 26vV/N - w(y/Tog N)

e For all / <m,
e Get a fresh y, distributed as D, (g 5,0 (using Theorem 2.3),
e Let ag = ©~1(y, mod gM) (see the definition of © in Section 2.1).
e Invoke the oracle O on input (ai,...,a,). If O succeeds, it returns z = (21,...,2,)" € R™ such that
> teim) @ - z¢ =0mod g and 0 < | z]| < 6.

e Output h = %Ele[m} 20 Y.
This algorithm runs in polynomial time. Also, thanks to the parameter constraints, the interval to which

the standard deviation s must belong is nonempty. Moreover, the standard deviation s is sufficiently large
for the assumptions of Theorem 2.3 to hold. Indeed, by [21, Le. 7.1] and given M and S, it is possible to

compute (in polynomial time) a basis T of M such that |T|| < ||S| < [|S||. We use this basis and we have
that s > ||'T| - vIog N.

Lemma 3.9. The statistical distance between the distribution of (a1, ..., ay) and the uniform distribution
over RZ is at most 2me.

Proof. We have s > 2,7‘1 |18 and ||S]| > v ne(M). This implies that s > q-n.(M) = n.(¢M). By Lemma 2.6
applied to the lattices M and ¢M, the statistical distance between the distribution of (y, mod ¢M) and
the uniform distribution on M/gM is at most 2e. As ©~! is an isomorphism from M/qM to (R/qR)?, the
statistical distance between the distribution of the a; = ©~1(y,) and the uniform distribution on (R/qR)%
is also at most 2e. The result follows. d

As a consequence, the oracle O succeeds with probability N~°() . In the following, we assume we are in
that situation.

Lemma 3.10. For any hyperplane H, the probability that the output vector h does not belong to H is >
1/100.
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Proof. As O succeeded, the vector z is nonzero. By definition of h, for every ¢} we have:
m m
hEH@ZZg-ygE?’-l@ Z1- Y1 G—Zzz~yz+7-l
=1 i=2
S (y1—y1) € y1+ 7'[ Zze ye) = H.
1=2
Assume that we fix y] = y; mod ¢M, then y; = y| + y{, with ¢} fixed and the vector yy statistically

independent of all the a/’s, z,’s and y,’s for £ > 1. The conditional distribution of y{ = (y1 — y}) is
Dynr,s,—y; - Therefore:

Pri(yr — 1) ¢ |yt (a1, am), (21, zm)l = Pro [yf ¢ 7]
Y1 NDqM,s,fyll
As s> 2q-n.(M) = 2n.(¢M), Lemma 2.7 gives that this probability is > 1/100. O

The following completes the proof of Theorem 3.6.
Lemma 3.11. We have h € M and, with probability close to 1, we have that |h|| < ||S||/2.

Proof. Let us first show that h € M. We have, modulo ¢M:

m
> iy = Zze O(ar) = Zzeaz
=1

This implies that h = (3°,", z¢ - y¢)/q belongs to M.

We now show that ||h|| < ||S]|/2. We have ||h|| = || >_,2, z¢ - y¢||/g. As in the previous proof, we define
Yy, = yy mod gM. Then, we have y, = y}/ +y) with y} statistically independent from the z,’s and distributed
as Dynrs,—y,- By Lemma 2.11, for s > 1-(¢M) and t = w(y/Iog N), we know that:

(yy + vo)

> stV'N - ||z||] < N,

s
Yy qIVI,s,fyZ

So, with probability close to 1, we have || >j", z¢ - ye|| < stv/N - ||z]|. As 0 < ||z|| < B, we obtain:

I = Zw | < 2N

ISl

Finally, since s < -ZISL e obtain ||h|| < o

268tV N’

4 Learning with Errors over modules

In this section, we describe a reduction from Mod-GIVP to M-LWE (Learning With Errors over Modules).

4.1 Variants of LWE

The Learning with Errors Problem. We let T = R/Z denote the segment [0, 1) with addition modulo 1.
Let us recall the following definitions from [36]. For a probability density function y on T and a vector s € Z7,
we let As , denote the distribution on Z7 x T obtained by choosing a vector a € Zy uniformly at random,

choosing e € T according to x, and returning (a, %(a, sy +e).

14



Definition 4.1. The search version of the Learning With Error problem SLWE, , is as follows: Let s € Zy
be secret; Given arbitrarily many samples from Ag ., the goal is to find s.

The decision version of the Learning With Error problem LWE, , is as follows: Let s € Z;; be uniformly
random; The goal is to distinguish between arbitrarily many independent samples from A,y and the same
number of independent samples from U(Zy x T).

It is also possible to interpret LWE in terms of linear algebra: Suppose the number of requested samples
(a;, L (al, s) +e;) from A, , is m, then we consider the matrix A € Z;**" whose rows are the a;’s, and we

create the vector e = (eq,...,e,)T. Then SLWE is as follows:

51 [€e1]
find
—_—

AoAl AL

L J ,em_
—
n

Theorem 4.2 ([36]). Lete(n) =n"*W, a € (0,1) and ¢ > 2 such that aq > 2\/n. There exists a quantum
reduction from solving GIVP:’} Jo in polynomial time (in the worst case, with high probability) to solving

SLWE, p., in polynomial time with non-negligible probability.
Assume that q is prime, ¢ < poly(n), and that x is a probability density function on T. Then there exists
a polynomial-time reduction from SLWE, , to LWE, ,.

The following result from [8] allows to remove the assumption that ¢ is prime.

Theorem 4.3 (Adapted from [8, Cor. 3.2 and 3.3]). Let o > 0, £ € (0,1/2), m >n > 1, p > 25 and
q € [p,2p). There exists a polynomial time reduction from LWE o to LWE, w_, where

B = Cav/ny/log(n/e) log(nm/e)

for some absolute constant C', and that loses at most € in the advantage.

LWE over rings. The R-LWE problem was introduced by Lyubashevsky et al. in [16]. Let ¢ be a distribu-

tion on Tgv = Kg/RY and s € RV We let A( 1/1) denote the distribution on R, x Trv obtained by choosing
a € R, uniformly at random and e € Tgrv accordmg to ¢, and returning (a, (a s)/q+e).

Definition 4.4. Let ¢ > 2 and ¥ be a family of distributions on Tgrv. The search wersion of the Ring
Learning With Error problem R-SLWE, w is as follows: Let s € R<\z/ be secret and ¢ € ¥; Given arbitrarily

many samples from Ailfg, the goal is to find s.
Let T be a distribution over a family of noise distributions over Kg. The decision version of the Ring
Learning With Error problem R-LWE, r is as follows: Let s € qu be uniformly random and i be sampled

from T; The goal is to distinguish between arbitrarily many independent samples from Aiﬁz and the same
number of independent samples from U(Ry, Trv).

As for R-SIS, this problem can be interpreted in terms of linear algebra. In the same example setting as
in the case of R-SIS (i.e., the parameter v is set to a power of 2, implying that R ~ Z[x]/(z™+1)), R-SISis a
variant of LWE where the matrix A is restricted to being block-negacirculant: A = [Rot(ay)|...|Rot(a,)]*.
The two main results from [16] are a reduction from Id-GIVP to R-SLWE and a reduction from the search
version R-SLWE to the decision version R-LWE.
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Theorem 4.5 ([16, Th. 4.1 and Th. 5.1]). Lete(n) = n=“M «a € (0,1) and ¢ > 2 of known factorization
such that aq > w(y/logn). There exists a quantum reduction from solving 1d-GIVPI in polynomial time
(in the worst case, with high probability) to solving R-SLWE, w_ in polynomial time with non-negligible

probability with v = /n - w(v/logn)/a.
Assume that q is prime, ¢ < poly(n), and that ¢ = 1 mod v. Then there exists a polynomial time reduction

from R-SIWE, y_, to R-LWE, 1, .

LWE over modules. The M-LWE problem generalizes both LWE and R-LWE, and was recently introduced
in [7]. As in Section 3, the variable n and d respectively denote the dimension of R and the rank of the module
M C R% We still let N = nd denote the dimension of the corresponding module lattice.

Let 1 be some probability distribution on Trv and s € (Rg)d be a vector. We define A;{\;Iy)w as the
distribution on (R,)? x Tgv obtained by choosing a vector a € (R;)¢ uniformly at random, and e € Tgv
according to 1, and returning (a, %(a, s) +e).

Definition 4.6. Let ¢ > 2 and ¥ be a family of distributions on Trv. The search version of the Module
Learning With Error problem M-SLWE, ¢ is as follows: Let s € (R(\I/)d be secret and 1 € ¥; Given arbitrarily

many samples from A«S{\i)w’ the goal is to find s.

For an integer ¢ > 2 and a distribution T over a family of distributions over Kg. The decision version of
the Module Learning With Error problem M-LWE, r is as follows: Let s € (R,\]/)d be uniformly random and
1 be sampled from T'; The goal is to distinguish between arbitrarily many independent samples from Aéf\;{)w
and the same number of independent samples from U(Rg, Tgrv).

As for LWE and R-LWE, the problem M-LWE can be interpreted in terms of linear algebra. Still in the
same example setting, it consists in taking the LWE matrix A of the form:

AN NN\

Rot(ay,1) Rot(ay,q4)

NN NN

m blocks

AN AN

Rot(an.1) Rot(ana) || n = N/d

NN\ AN
d blocks

We now give our two main results concerning the hardness of M-LWE, in the following two theorems.

Theorem 4.7. Let e(N) = N~“M o € (0,1) and ¢ > 2 of known factorization such that ag > 2v/d -
w(y/logn). There is a quantum reduction from solving Mod-GIVPZ: in polynomial time (in the worst case,
with high probability) to solving M-SLWE, w__ in polynomial time with non-negligible advantage with v =
VENd - w(yIogn) /a.

Assume that q is prime, ¢ < poly(N) and that ¢ = 1 mod v. Then there exists a polynomial time reduction
from M-SLWE, w__ to M-LWE 1., .

In the case of a sub-exponential oracle (and with e(N) = 27“(")) the result still holds and the conditions
on the parameters become agq > 2v/d - 2(y/n) and v = d - 2(n)/cv.

When n = N and d = 1, our theorem is identical to Theorem 4.5 [16, Th. 3.1]. When n =1 and d = N,
it is identical to Theorem 4.2 [36, Th. 4.1 and 5.1 (apart from a minor detail with the error distribution
which can easily be handled: we use 7, rather than D,).
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Theorem 4.8. Let p,q € [2,2No(1>] and o, 3 € (0,1) such that 8 > o - max(1, %) - n/ANY2 . y(log? N)
and aq > w(y/log(N)/n). There exists a polynomial time reduction from M-LWE, r, to M-LWE,, 1, .

In the case of a sub-exponential oracle (and with e(N) = 27“(")) the result still holds and the conditions
on the parameters become > « - max(1, %) - (n'AN®/?) and aq > 2(Vd).

Note that the condition on ag from Theorem 4.8 is always weaker than the one from Theorem 4.7.
Combined with Theorem 4.7 by using a ¢ prime close to p with ¢ = 1 mod v, Theorem 4.8 provides a reduction
from Mod-SIVP to M-LWE with a modulus p of arbitrary arithmetic form. As M-LWE is a generalization of
both LWE and R-LWE, this theorem also provides a reduction from Id-SIVP, to RLWE,, r,, for a modulus p
of arbitrary arithmetic shape. Note the in the case of LWE, this theorem is almost identical to Theorem 4.3.

The remainder of this section is devoted to proving Theorems 4.7 (Subsection 4.2 and 4.3) and 4.8
(Subsection 4.4).

4.2 A reduction from Mod-GIVP to M-SLWE.

The reduction from Mod-GIVP to M-SLWE follows the same design principle as Regev’s reduction from
GIVP to SLWE. It makes use of the following intermediate problems, where ¢ denotes an arbitrary real-
valued function on lattices and where v is a function of the dimension, called Module Discrete Gaussian
Sampling problem (M—DGSS‘Y’): Given an N-dimensional module lattice M and a number r > ~ - ¢(M), the
goal is to output a sample from Dy .. The reduction proceeds in two steps:

- e Lemma 4.9 _ e Lemma 4.10
Mod GIVP\/8Nd‘w(\/logn)/o¢ s M DGS\/@W(\/logn)/a - M_SLWEQJ’SOL

The first reduction comes directly from the reduction from GIVP to DGS given by [36, Le. 3.17]: It is
lattice-preserving and thus also works when we consider the problems restricted to any family of lattices.

Lemma 4.9 (Adapted from [36, Le. 3.17]). For any ¢ = ¢(N) < 1/10 and any v and ¢ such that

v - p(M) < V2. (M), there is a polynomial time reduction from Mod—GIVP;&\/ﬁ’y to M—DGS?Y’.

In contrast, the second one needs to be adapted.

Lemma 4.10. Lete(N) = N=*(M o € (0,1) and q be some integer such that ag > 2v/d-w(y/Togn). Assume

that we have access to an oracle that solves M-SLWE, __ given a polynomial number of samples. Then there
st ! jal ti tum algorith M-DGS™ .

exists a polynomial time quantum algorithm for VB fogT) e

Proof. We use the same principle as Regev’s reduction [36, Th. 3.1]. We consider a module lattice M and a
number 7 > v/2d-w(y/Togn)-1. (M) /a. The idea is to produce samples for Dy, with ' large enough, and then
to use Lemma 4.11 several times to progressively decrease the value of /. Take r; = - (ag//d-w(y/logn))".
The first iteration starts with rgn > 23V > 22N\ (M) (using a LLL-reduction algorithm beforehand).
Then it obtains poly(NN) samples of Dy ,,, using the algorithm of Theorem 2.3, and finishes with poly (V)
samples of Dy .y, (the reduction repeats poly(IN) times the same iteration with the same samples in input
to obtain sufficiently many different samples in output). It iterates until having poly(N) samples of Dy,
with 71 = 7 - aq/(Vd-w(v/logn)) > v/2q-n.(M) then it iterates a last time to obtain samples of Dy, with
ro =1 > Vd-w(y/Togn) - n.(M)/a. These samples are solutions to M'DGS\/ﬁ»w(\/@)nE(M)/a' O

We now describe the iterative step:

Lemma 4.11. Let ¢(N) = N~“M o € (0,1) and q¢ > 2. Assume that we have access to an oracle that
solves M-SLWE y_ in polynomial time with non-negligible probability. Then there exists a polynomial time

quantum algorithm that, given an N -dimensional module lattice M, a number r > v/2q-n.(M) and poly(N)
samples from Dy, produces a sample from DM aw(ioem With non-negligible probability.
T ag
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To prove Lemma 4.11, we use the intermediate problem Mod-BDDjs: Given a module lattice M, § <
A1(M)/2 and any point y € R™ of the form y =  + e for some € M and |le||2,0 < d, find x. Note that
we use the /3 o, rather than the euclidean norm, as it is more convenient in Lemma 4.14.

As in [36], we use another intermediate problem called ¢-Mod-BDDy: Given a module lattice M and a

point y € R™ within distance (with respect to 3 o norm) § of M, output the coset in M/gM of the closest

vector to y. The proof of Lemma 4.11 consists of a sequence of reductions (note that § is set to % V::gn))

Mod-BDD Lemma 4.13 Lemma 4.14 M_SLWEq’DO‘
od- MVS ————————— q—Mod—BDDMVﬁ _ = +
Samples from Dy,

Samples from [ .nma 4.12
—_ =
DM., VA u(y/logm) v flogn)  (quantum)

The first reduction of Regev’s proof is quantum and also lattice-preserving. It is adapted to the /3 o
norm rather than the euclidean norm (note that A;(MY) is still with respect to the euclidean norm). For
the adaptation, we used the fact that an N-dimensional vector sampled from D; has ¢ o, norm at most
sVdw(y/logn), except with negligible probability.

Lemma 4.12 (Adapted from [36, Le. 3.14]). There exists an efficient quantum algorithm that, given
any N-dimensional module lattice M, a number 6 < A\ (M")w(y/Iogn)/(2y/n), and an oracle that solves

Mod-BDDgs on MY, outputs samples from D,, Vauw(\/logm)/(V35)"

Note that by Lemma 2.5, as 7 > v/2¢-n. (M), we have that § = aq'w(gnl:gn) < f/(ﬁ”_sof;Mn; < u ;‘f/(ﬁ” os™)

The second reduction is a special case of [36, Le. 3.5], which is lattice-preserving (and hence also applies
to module lattices).

Lemma 4.13 ([36, Le. 3.5]). For any q > 2, there is a polynomial time reduction from Mod-BDDj to
q-Mod-BDDy.

We will modify the last reduction, by proving the following adaptation of [36, Le. 3.4]. The following
lemma is the main modification of the proof of the first part of Theorem 4.7.

Lemma 4.14. Lete(N) = N~ « € (0,1) and ¢ > 2. Let M C R? be an R-module, and r > /2q-n.(M).
Given access to an oracle sampling from the distribution Dy, there exists a probabilistic reduction from
q—Mod—BDDMv’M_w( fiozm o M-SLWE, y__ .

The principle of the reduction is to construct from y, the input of ¢-Mod-BDD, and from some discrete
and continuous Gaussian samples, the pairs (a,b) distributed as A(],\;[,)apa where s will directly depend on
the closest vector & to y. To produce such samples (a,b) with the desired distribution, we combine the
corresponding proofs for LWE and R-LWE (those of Lemmata [36, Le. 3.4] and [16, Le. 4.5]). Then a call to
the oracle of M-SLWE returns s and lets us recover information on x.

Proof of Lemma 4.14. Let O be the oracle which, given m < poly(N) samples (a, b) from Aéjg)w for ¢ € U<,,
outputs s in polynomial time with probability N =M. Given M = 22:1 I} - by, the input of the reduction is
y=x+e such that € MV and ||6H2,oo <§= % ~nlogn). The goal is to find  mod qMV The reduction

Vanr
is as follows:

e For all / < m:

o Get a fresh z, distributed as Dy, and a fresh e}, distributed as D, IV
e Let ay = ©71(z, mod ¢M) and b, = %<Zg, y) + ¢, mod RY (see the definition of © in Section 2.1).
e Invoke the oracle O on input {(as,b¢)}e<m. If O succeeds, it returns some s € (RY)<.
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e Output ©~1(s) € MY /qgM".

We show that the oracle O is used properly, i.e., that its input follows the distribution Ag])\i)w.

Lemma 4. 15 Let e > 0 and s = O(xz mod ¢M"). There exists 1 € W<, such that the statistical distance
between A( s and the distribution of (a,b) is at most 6e.

Proof. We first show that the statistical distance between a, the first component of each sample, and the
uniform distribution on Rd is at most 2¢. By Lemma 2.6, the statistical distance between the distribution
of z and the uniform dlstrlbutlon on M, is at most 2, because r > ¢ - n.(M) = n-(qM). Then, as ©~!
induces a bijection from M, to Rg, the statistical distance between the distribution of @ = ©~1(z mod ¢M)
and the uniform distribution on (R,)? is at most 2e.

Now, we show that b is of the shape b = <a s) + f, where f distributed from D, with v} < « for all i.

We have: 1 1 ] 1
b= "(z,y)+e =-(z,x+e)+e ="(z,x)+(-z,e)+¢€.
q< ) q< ) q( ) <q )

By definition, we have z = O(a) = ZZ=1(tk -ag) - by mod gM with t;, € I, and a, € Ry. By Lemma 2.1,
we have MY = 22:1 I} -b). Let & = 22:1 zy - b)/. We have that z, € I/ = I,/' - R for all k. We also
have (b,,b),) =1 if k =k’ and (b,,b),) = 0 otherwise. Then, modulo ¢R":

d d d
(z,x) = Z (tk-ak)-xkf . bkabk’ Z tr - ag) xk=Zak~(tk-xk).
kek'=1 k=1 k=1
Because s = O(x mod gM") = (t; - z; mod gRY, ..., tq- x4 mod gRY)T, we have:

s) = Zak - (ty - 2x) = (z,2) mod gR".

As a consequence, we obtain that l(z7 T) = %(a, s) mod RV.

We now show that, conditioned on a, the quantlty ( z,e) + ¢ has distribution D, with 7} < « for all 4.
First, let us analyse the distribution of 2z’ = qz knowmg a. We know that z has distribution D, and
that @ = ©71(z mod ¢M). Let w = ©(a) mod gM, then the residual distribution of 2’ = éz knowing a is

Dyfiusgrq (With r/q > V2n.(M)).
We then show that e’ is following the same distribution as (e, e) with €’ ~ Ds 4, s = (s;); and

si=8,_i =a QZZ:1 |oi(ex)|? for ¢ € J. By Lemma 2.13, as the vector e” is distributed from Dy 4

and e € K¢ is fixed, we have that (e”, e) has distribution Dy with s} = s/, . = 51‘\/22:1 loi(er)]? = a/V/2.

We are now led to considering the distribution of (2’ +e”, €). We write e” = ef +ej with €] ~ D, (35
and e ~ Dgr with (s)? = s? — a?/(26%) (which is positive, by the assumption on ||e[|2.o). As we have
af (\/55) =r/qand r/q > /2n.(M), Lemma 2.8 gives us that the statistical distance between the distribution
of 2’ + e and D,/s is at most 4e. As a consequence, the statistical distance between the distribution of
z'+ e +ef and Dy o is at most 4e, with

2 2 G{2 2 2

e G S
() =57+ 6 =5 202 2yl joi(en)P 202

By using Lemma 2.13 again with the fixed vector e, we obtain that the statistical distance between the
distribution of (z + €”,e) and D, is at most 4¢, where

d
Y L > =Y (Gl
! 2 262

19



Since § > 4/ 22:1 |oi(ex)|?, we have r, < «, as desired. |

As the input of O is within negligible statistical distance from A( ) for a distribution Y €W¥<, and s =
O(x mod gM"), oracle O succeeds with non-negligible probability. If 1t does succeed, then the output of our
reduction is & mod ¢M ", which completes the proof of Lemma, 4.14. a

This conclude the proof of the first part of Theorem 4.7.

4.3 A reduction from M-SLWE to M-LWE.

We now describe a reduction from the search version M-SLWE to the decision version M-LWE. The reduction
of Regev from SLWE to LWE in [36] does not carry over to the structured variants of LWE. We instead use
the line of proof of Lyubashevsky et al. in [16]. Let ¢ = 1 mod v be prime. Then (¢q) = [],c;x q; where any q;
is a prime ideal with norm N (q;) = ¢q. For i € Z%, we let i— denote the largest element in Z; less than ¢
(and we define 1— as 0). We define the following intermediate problems:

o 4;-MLWE, y, with parameters ¥ a family of distributions over Trv and i € Z): Given access to an

oracle sampling from A( ) for some arbitrary s € (RY)? and ¢ € ¥, find s mod q; Ry .
e Hybrid distribution Aqs »» With parameters ¢ a distribution over Tgv, s € (Rv)d and ¢ € Z):

The distribution A( w) over (R,)? x Tgv is defined as follows: Choose (a,b) from A( )1/} and return
(a,b + r/q) where e R} is uniformly random and independent in R} /q;RY for all” j < i, and is 0
modulo the remaining q; RV’

° DecMLWEfI s With parameters ¥ a family of distributions on Trv and ¢ € Z, : Given access to an

oracle bamphng from A for arbitrary s € (RV) , ¥ €W and j € {i—,i}, find j.
¢ M-DLWE! o7 With parameters a distribution 1" over errors distributions and ¢ € Z,: Given access to an

oracle sampling from A for s uniform in (RV) , ¥ sampled from 7" and arbitrary j € {i—,}, find j.

We consider the following sequence of reductions:

M'SLWEq’Q Lemma 4.16 qi'MLWEq,W Lemma 4.18 DeCMLWE;W Lemma 4.19 M—DLWE;T Lemma 4.21 M—LWEQ,T

We explain the first two reductions. The following result is adapted from [16].
Lemma 4.16. For anyi € 7}, there is a polynomial time reduction from M-SLWE, y__ to q;-MLWE, y_,, .

Proof. We aim at using an oracle solving q,-MLWE for finding the values of s mod q;R" for every j € Z,.
Then, by the Chinese Reminder Theorem, this allows us to construct s mod RY and to solve M-SLWE.

We use the K-automorphisms, defined by 7;(£) = &’ for all j € Z)X. We choose j; € Z) such that
7;:(q;) = q;. The reduction is as follows:

e For every sample (a,b), create the sample (a’,b’) with a’ = (75,(a1),...,7j,(aq))T and ¥ = 75, (b).
e Use the oracle of q;-MLWE with these samples, and get t € (R"/q;R")?
e Return (Tjjl(tl), . ,szl(td)) € (RY/q;RY)".

We show that szl(tk) = s, mod q;RY for all k € [d]. By definition, we have b = %(a, 8)+e mod RY with

(a,s) = Zizl ay - Sg. As a consequence, we have:
1 1
' =1;,(b) = 7 > milar) 7 (sk) + 75, (e) = §<a/’ s') + 7j,(e) mod RY,
k=1

with 8’ = (75,(s1),...,7j;(sa))”. As 7, is an automorphism, the vector a’ is uniformly distributed in Rg.
Also, as W<, is closed under the automorphisms of K (see Lemma 4.17), we have ¢/ := 7;,(¢)) € V<,.
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Overall, the pairs (a’,b’) are distributed as Ag{\g,)w. If successful, the q;-MLWE oracle outputs ¢ = s’ mod

q:RY = (75,(s1) mod q;RY, ..., 7j,(sq) mod q;R"). Then our reduction returns (Tj:l(tl), . ,Tjjl(td))T €
(RY/q;RY)%, which is equal to s mod q;R". 0

By [16, Le. 5.6], we know that W<, satisfies the property required by Lemma 4.16.

Lemma 4.17 ([16, Le. 5.6]). For any « > 0, the family Y<,, is closed under every automorphism 1 of K,
e, Y €Uy = T(V) € Uy

We now describe the next reduction.
Lemma 4.18. For any i € Z}, there is a polynomial time reduction from q;-MLWEy v to DeCMLWEfM,,

Proof. We want to find s mod q; RV from samples from A(q{\i)w, by using an oracle that solves the DeCMLWEng,

problem. The principle of the proof is to find, one by one, each one of the d coordinates of s mod q;R" by
using the oracle of DecMLWEfLJ,. For each coordinate, there are A'(q;) = ¢ < poly(n) possibilities. Therefore,
it is possible to try them all in order to find the correct one. To check that a guess is correct, we use the
same approach as in [36, Le. 4.2] and randomize a coordinate of a.

To find s mod q; RV, we proceed as follows. Let (a,b) be distributed as A((If\i)w and let x € Rg; we want
to know if x = 51 mod q; RY. We construct the following pair:

(@,b) = (a+ (y,0,...,0),b+ ;(T‘ery)) ,

where y € R, is sampled uniformly modulo q;, and is 0 modulo all the remaining q;’s, and where r € Rr\z/ is
uniformly random and independent modulo g,;R" for all j < i, and 0 modulo all the remaining q;R"’s.

Now, we show that if x = s; mod gq; RV, then the pair (a’,b’) is distributed from Ag{\ﬁ:;_) and if x #
s1 mod q; RY, it is distributed from Aéj\z;) First, notice that the vector @’ is uniformly distributed in (R,)?.
Now, we write b’ as follows:

d
1 1 1 1
b’:b+q(7‘+xy)=q<§ ak-sk+r+my> +e= (q(a',s>+e>+q(7‘+y(x—sl)).

k=1
We have two cases:

e If x = 51 mod gq; R, then by the Chinese Reminder Theorem we have y(z —s1) =0 € R:. As r is chosen
uniformly random and independent modulo q; RY for all j < 4, and is 0 modulo all the remaining q; R"’s,
we obtain that the pair (a’,b’) has distribution A(]V;’i_).

e If z # sy mod q; RV, then y(z — s1) is uniformly distributed modulo q:RY, because RY /q;RY is a field
(the ideal g; is prime). Also, the quantity y(x — s1) is 0 modulo the other q;RY’s. As a consequence,

we have that (r + y(x — s1)) is uniformly random and independent modulo q;RY for all j < and is 0
modulo all the remaining q,;R"’s. We obtain that the pair (a’,V’) is distributed as AEIA;[;) .

We repeat this process d times (once for each coordinate of s), to obtain s mod ¢;RY. O

The last reductions carry over directly from the ring setting [16, Le. 5.12 and 5.14] to the module setting
(the proof randomizes the noise distribution ¥, which is the same in the ring and module settings).

Lemma 4.19 (Adapted from [16, Le. 5.12]). For any « > 0 and every i € Z;, there is a polynomial
time reduction from Dec—MLWEfLW@ to M—DLWE;TQ,

Lemma 4.20 (Adapted from [16, Le. 5.13]). Let a > (1/q)n.(RY)? for some €. Then for any ¢ in
the support of T, and s € (RV)%, the distribution Aéﬂg’;_l) is within statistical distance €/2 of the uniform
distribution over ((Ry)%, Tgrv).
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Lemma 4.21 (Adapted from [16, Le. 5.14]). Let T be a distribution over noise distributions satisfying
that for any v in the support of T and any s € (R(\I/)d, the distribution A((I{\;[”Zfl) s within negligible statistical
distance from uniform. Then for any oracle solving the M-LWE, v problem, there exists an i € Z); and an
efficient algorithm that solves the M- DLWE 7 using the oracle.

This completes the proof of Theorem 4.7.

4.4 A modulus-switching self-reduction for M-LWE

The aim of the present section is to give the proof of Theorem 4.8: For any p,q > 2, and under some
conditions on a and 3, M-LWE,, r,, is no easier than M-LWE, r,,. We proceed by a sequence of reductions:

M-LWEq ’ Lemmata HNF_MLWE% Dy v

Lemma 4.26 Lemma 4.29
4.22 and 4.24 g BY el M_LWEP"I’SB M_LWEPIB

In Lemmata 4.22 and 4.24, we first reduce M-LWE, r,, to the HNF version of M—LVVEq,DO/q)Rv (]
(i.e., with a secret s of small euclidean norm), where o/ ~ an'/%. Then, in Lemma 4.26 we reduce HNF-
MLWE,, D1 g rV farar) 0O M-LWE,, v_,, by switching the modulus and handling the right hand sides of the
M-LWE samples SO that the distribution of the error term belongs to ¥<g. Finally, in Lemma 4.29, we
re-randomize the noise distribution, thus providing a reduction from M-LWE, y_, to M-LWE,, r,.

Reducing M-LWE, r,, to HNF-MLWEq,D(l/q)RV’[a’a,] . We first reduce M-LWE, r,, to M—LWEq)g,[Q,m,].
We consider a sample ¢ from Y,,: we have ¢ = D, with r, = r,_; = ay/1+ /nz; and x; sampled from
I'(2,1), for all i € J. By definition of I'(2,1), we have Pr,.pp [z <t] =1— (14 t)e”", from which We
derive that z < w(log N) with probability negligibly close to 1. As a consequence, with the same probability

we have that a < r; < o/ = a-n'/*w(log N) for all i. Therefore, M-LWEqs,, .., is no easier than M-LWE, r., .

Now, for any distribution D,. arbitrarily chosen in ¥, ], we discretize the noise distribution by proving

that 1\/I—L\7\7E(17D(1/qmv s 18 no easier than M-LWE, p,. Here, by abuse of notation, M‘LWEq,D(l/q)Rv Vo

denotes the M-LWE problem where the distribution ¢ = D, ;) gv 3, is a discrete distribution on (1/ q)RY
and where the goal is to distinguish between arbitrarily many independent samples from A( 5.1 and the same
number of independent samples from U(RS x T gv), with Ty gv = ((1/q)RY)/RY.

Lemma 4.22 (Adapted from [12, Le. 2]). For any ¢ > 2, ¢ € (0,1), r € (R™)" with r,—; = r; for all i,

and « € [n-(R")/q, min; r;], there is a polynomial time reduction from M-LWE, p,. to M-LWE D\, nv van-

The proof is following the same design as the proof of [12, Le. 2].

Proof. We consider the following transformation: Given (a,b) € Rg x Trv, sample f <> D /q)rv—p,r and
returns (a,b+ f mod RY).

If the sample (a,b) is uniform over Rd x Tgv, then (b+ f mod RY) is uniform in T, pv. Now, assume
that (a,b) is distributed according to Aq s.p,: We have b = (a 8) + e, where e ~ D,.. Since l(a s) belongs
to %RV, we have D1 /¢ygv—br = D(1/q)RV—e,r- By [30, Th. 3. 1] as e is sampled from D,. and ¢/ = e+ f with
f sampled from D(; /g)gv_c,r, the distribution of e’ is statistically close to D(l/q)RV Var- We conclude that,

in this case, the transformation returns a sample of AGD a
8D /q)rv, var’

Finally, Lemma 4.24 allows us to reduce the M-LWE, Dy ayrY v problem to a variant in which the secret
is chosen from D( RY),\/Zgr- We call this new problem the Hermite Normal Form (HNF) of M-LWE.

Definition 4.23. Let ¢ > 2, and T be a set of distributions over (1/q)RY. The Hermite Normal Form of
the decision version of the Module Learning With Error problem HNF-MLWE, r is as follows: Let 1 be
arbitrarily chosen from T and s € (Rg)d be sampled from (q-1)?. The goal is to distinguish between arbitrarily

many independent samples from Ar(zj,vs{)w and the same number of independent samples from U(Rg x Ty rv).
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We have the following result:

Lemma 4.24 (Adapted from [3, Le. 2]). There is a polynomial time transformation that, for arbitrary
vyd s (M) (M)
s € (R))* and error distribution D(1/q)rv », maps Aq,s,Du/q)Rv,r AqE,Du/q)Rv,r

maps U(RE x Ty pv) to itself.

with T <= D(gvya g, and

The proof is following the same principle as the proof of [3, Le. 2].

Proof. We are given samples from a distribution D that is either the uniform over Rg xTgq,rv,0r A( D Ry
q ™

In a first stage, we take several samples (a,b) from D and construct a set of d pairs {(ay, bk)} such that
the a;’s are linearly independent over R, and generate Rg (recall that R, is not a field). A polynomial number
of samples suffices to obtain such aj’s. This can be observed by considering the CRT components of R, ~
(qu)”/ ¢ independently: An equivalent condition is that the n/¢ matrices corresponding to each component
are invertible over the corresponding finite field. We define A = (af,...,al) and b = (b1,...,bs)T. By

construction, the map y — Ay is a bijection of R, and if D = AéA:)D then we have b= 1 (As + T),
38, D1/)RY q

where Z is sampled from D pvya 4.
In a second stage, we map the fresh samples (a, b) from D, to samples (a’,b’) witha’ = —(A)"7-a € Rg
and b’ = b+ (a’,b). As the map y — Ay is a bijection of Rg and as a is uniform in Rg, we have that a’ is

uniform in Rg. For the right hand side b, we consider two cases:

e If D is the uniform distribution on R¢ x Ty gv, then (a’,V) is also uniform on (Rg)? x Ty rv.

e If Dis A,(,Af)D<1/ v , then b’ = <a s)+e— ((Z) a,As)+ (a T) = ;(d,f} +e. As a consequence,
; (@)
the pair (a’,b’) is distributed as A Dsjy i n” , with  sampled from D gvya gp.

O

This completes the reduction from M-LWEg r,, to HNF-MLWE, p o -
Reducing HNF-MLWEq p, 0 ov 00

to M-LWE,, g_,. This is the main component of the proof of
Theorem 4.8. In Lemma 4.25, we first give a bound on ||s]|2,cc-

Lemma 4.25. Let ¢ = N~“() o' > a > 0 and q an integer such that aq > n-(R"). Let r € (RT)™ with
ri € la,d'] for alli. If s is sampled from Dy /q)gv v, then ||8||2,00 < o q-vd-w(y/Tog N) with probability > 1—¢.

Proof. First, we know that ||s]|2,00 < Vd||8||e. Let ¢ = N~ by assumption, we have that ag > 1.(RY).
By Lemma 2.10 we know that ||s]|e < &/q - w(y/log N) with probability > 1 — e. The result follows. O

In the following lemma, we transform a sample from AWM
that ||s]|2,00 is bounded.

to a sample of A , assumin,
a8 D(l/q>RV [ov,0] P p,s, W &

Lemma 4.26 (Adapted from [8, Le. 3.5]). Lete = N=“U) p ¢ > 2, a,a’ € (0,1), and syax > 0. There
is an efficient mapping from Rg x Ty rv to Rg x Ty, rv which has the following properties:

o [f the input is uniformly random, then the output is within negligible statistical distance from the uniform
distribution.

o If the input is distributed from AM , where s € (RV)? with ||8|2,00 < Smax, then the output

08 D<1/q>RV [aa]
distribution is within negligible statistical distance from Al /) where s’ is uniform in (RY)? and
p,8" \W<p’ D

2 2 +q max ERd>
F > ( ()
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Proof. The principle of this reduction is to first map a € Rg to a’ € Rg by scaling it by p/g, and then
randomly rounding it (using a discrete Gaussian distribution). Note that simply multiplying by p/q cannot
work as, for example, the caridnality of Rg may not divide the cardinality of Rg. Then, we study the new
error term, modified with the Gaussian rounding, and show that it is still a Gaussian error.

We sample s; uniformly in (R, )4, On input (a,b) € Rg x Ty rv, the mapping is as follows:

Set o = w ((1 +p/q)n:(R?)),
Sample d from DRd_gam. and compute a’ = %a +d,

Sample e4 from Dy, . and €’ from D,
Compute b’ = b + %(a’, s1) + %ed +é,
Return the new sample (a’,b’).

The choice of o is derived from the proof of correctness of the reduction (see Lemmata 4.27 and 4.28
below).
We first show that the second step of the mapping transforms the uniform distribution in Rf; to the

uniform distribution in Rg, by considering the joint distribution of the pair (a’, d). The following result can
be interpreted as a simple particular case of [30, Se. 3].

Lemma 4.27. Let ¢ = N~ and assume that o > w((1 + E)ne (R)). Then the residual distribution of a’

is within negligible statistical distance to U(Rg), and, for any a’ € Rg, the distribution of d conditioned

on a’ = a’ is within negligible statistical distance to Dypa, g o
L ;

Proof. Let a’ € Rg. Since d = a’ — %a + pk for some k € R? and a € R?

¢, we have that d — a’ € ng.

Let d € %Rd + a’. By construction, we have:

Prle' =@ hd=d =Pr|a="@ ) A a=d] ped)
p q" - po(R* —a’ +d)

In the latter, the denominator is within a factor 14 ¢ from ¢" - p,(R?), because o > n.(R%).
We now consider the residual distribution of a'.

Pr[a’:ﬂ: Z Pr[a'z?/\d:a
de2Rita’
po(ER +a’)

l—e,1+4+¢
q" - po(RY) [ ]

because o > ns(ng).

Finally, we obtain that Pr[d = d|a’ = a’] is within a factor 1 & ¢ from a quantity that is proportional

to po(d). This completes the proof of the claim. O

We now study the right hand size of the LWE sample. Assume that b € T, rv is of the form %(a, s)+eq
with eq <= D(1/¢)RV [a,a’]- Then we can write:

(@' V) = (a’, %(a’, s+8')+ %((d, S)+eq)+e,+ e’) . (1)

The new error e, is equal to %((d, s) +eq) + eq + €. To study this new error, we first study the distribution
of (d, s) + eq conditioned on a’ in Lemma 4.28 (which generalizes [35, Co. 3.10] to the module case).
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Lemma 4.28. Let syax > 0 and s € K% with ||8||2.00 < Smax- Let d be distributed as D (/g Ri—a,o for some
arbitrary a and o > \/2(p/q)n-(R?) and e be distributed as D, for some T > 0 - Symax. Then the distribution
of (d, s) + e is within negligible statistical distance of the elliptical Gaussian distribution Dy over K, where
2 =12 . =02 22:1 loi(sk)|? + 72 for alli.

vV—1

Proof. By Lemma 2.13, we have that e is following the same distribution as (e, s) with e, distributed from

Dyrgoand 7 =7l =1/ S0_, |ou(sp)|? for i.
As a consequence, we have that (d, s) + e is following the same distribution as (d + ey, s). We write
e, = e; + ey with e; distributed from D;/s and ey distributed from D( CAESCITRENE We now use

Lemma 2.8: As 0 > v2(p/q)n-(R%) and 7 > spay - 0, we have that d + e, is within statistical distance 4¢
from D ST T The quantity d + e, can be interpreted as the sum of two continuous Gaussians: It is

within statistical distance 4¢ from D( Nz e
We use Lemma 2.13 once more. We obtain that (d, s) + e is within statistical distance 4e from Dy with
2 =12 . =02 Zzzl loi(s1)|? + 72, for all 4. 0

v—1i

(M)
4:5:D(1/q)RY [a,a]

Let (a,b) be sampled from A and let (a’,b’) be the image of (a,b) by the mapping. To

conclude the proof, we show that (a’,b’) is sampled from Az(vj,\;[/),hﬁ:

e We recall that ' = %(a’, s+ s1) + ep.

e We showed that a’ is within negligible statistical distance from the uniform distribution in Rg.

e We have that s’ = s + s1, where s; is uniform in (R} )% and independent from s. This ensures that
s’ mod p is uniform in (R))<.

o We now consider e, = %((d, s) + eq) + e+ €', where:

e The component %( (d, 8) + eq) it is within negligible statistical distance from Dy with t? = 2, =

1%02 (22:1 los (sk) ]2 + sfnax> by applying Lemma 4.28.
e The component e+’ is within negligible statistical distance from Dy with (¢])? = (¢/

v—i
by Lemma 2.8 and as, for all i, a/q > riqg > aq > v2n.(RY).
Then, the error component e, is within negligible statistical distance from Dy with (t)? = (t/_,)* =

r? + (/) + Z;(Zizl loi(s6)|> + 8%.5)- As r; < &' holds for all 4, and as ||8||2,c0 < Smax, We have:

? = ()

2
=t <3 (@) + Z—ngnax < B, foralli.

O

Reducing M-LWE, y_, to M-LWE, r,. This is the last component of the proof of Theorem 4.8. The
goal is to re-randomize the error distribution of M-LWE. The proof is adapted from [16, Le. 5.11].

Lemma 4.29. Let p > 2 and 3 € (0,1). There is a polynomial time reduction from M-LWE, y_, to M-

LWE, 1.

Proof. Let (a,b = %(a, s) + e) be a sample from A;]Z,)Dt with 0 < t; < 8 and t,_; = t; for all 4, and s +

U((Rg)d). Let (z}); € J be independent samples from I'(2,1). We perform the following transformation:
(a',b) = (a,b+e¢),

where €’ is sampled from D,., with r defined by r? = r2_, = 52\/nz! for all 4.
This transformation maps the uniform distribution over Rg X Tgv to itself. On the other hand, it maps

APV to AU, with o) =1l = /I + B2/nal, for all i € .
Let S denote the set of 9’s for which the oracle distinguishes with non-negligible probability between the

uniform distribution over Rg x T, rv and the distribution A;Z_\;[?w. By assumption, the measure of S under 1
is non-negligible. Lemma 2.2 implies that D, € S with non-negligible probability. The result follows. O
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5 Converse reductions

In this section, we reduce both M-SIS and M-LWE to Mod-GIVP. This provides converse results to Theo-
rems 3.6 and 4.7. We restrict the analysis to cyclotomic polynomials of the form «™ + 1 with n a power of 2,
for the sake of simplicity. We expect the result to carry over to all cyclotomic polynomials, but this would
add technical complications in the proof of Lemma 5.1. Choosing " + 1 implies that RV = %R.

Reducing M-SIS to Mod-GIVP. Let a,...,a,, be sampled uniformly and independently in Rg. Find-
ing z = (21,...,2m)" € R™\ {0} such that Y, z;a; = 0 mod ¢ and ||z|| < 3 corresponds to finding a short
vector in the lattice:

={yeR™: ATy =0mod ¢},

where A € Rfllxm is the matrix whose rows are the a;’s. As this lattice is a module lattice, if we solve
Mod-GIVP’= given as input an arbitrary basis of A~ (which can be computed efficiently given A), then we
obtain a solution to the M-SIS instance, for 8 = v -1.(A"L). To assess the effectiveness of this reduction from
M-SIS to Mod-GIVP, we are thus led to estimating 1.(A*) for A sampled uniformly in RZ”Xd. For this task,

)
it is classical to study the dual lattice, as we have n.(A) < w /A0 (A*) for any N-dimensional
lattice A (see Lemma 2.5). The dual of the lattice A* is  Ly(A) where

Ly(A)={ye(RV)":3s€ (R;/)d7Bs =ymodq}.

Hence, it suffices to obtain a probabilistic lower bound on A°(Lg(A)), for A uniform in RJ**?,
Similarly, for reducing M-SIS to M-SIVP, one is led to bounding Ay, (A)L. As Ay (A) < N/A(A) <
N3/2/X3°(A*) for any N-dimensional A, it is also sufficient to obtain an lower bound for A$°(A*).

Lemma 5.1. Let n,m,d, q be positive integers with d < m and n a power of 2. We have:

1 g
Pr AL (A)) > ——g' " m | >1-27",
A(—’U(Rand) 1 ( (I( )) - 8\/,5(] -

where X2 () refers to the lattice minimum with respect to || - ||so 2.

Proof. We generalize and adapt the proof of [37, Le. 8] (see also [38, Le. 3.2]. By the union bound, the
probability that L,(A) contains a nonzero vector of infinity norm < B := ﬁql_% is bounded from above

by:
Z Z Pr [As=t] = Z Z H aHU Rd) =t,].

mXxd
te (R)H™ s€(RY)? AURS ) te (R)™ se(Ry)? i<m
O<Ht|\x2<B 0<Ht”oog<B

We now consider the probability (over the randomness of a) that a’'s = t;. For this purpose, we consider
the decomposition of R, as a Cartesian product of finite fields. By the Chinese Remainder Theorem, we
know that R, ~ RZ ~Fgs x ... x Fys for some integer ¢ dividing n (there are n/é copies of the finite field
of ¢° elements). Now, the equality a”'s = t; holds if and only if it holds over all n/é CRT components. Wlog
we consider the first one. If ¢; and all the coordinates of s are zero, then the probability is 1. Otherwise,
if t; or some coordinate of s is nonzero on that first CRT component, then the probability is < ¢~%. As a
consequence, the probability under scope is bounded from above by:

Z Z Z qm(|S\5—n) < Z Z q(’rn—d)(\S|6—n).

SC[n/d] s e (RY)? te (RH™ SC[n/é]  te(R))™
Vi,s;is 0Oon S 0 < |[t||loo,2 < B 0< Itllec,2 < B
Vi, t; is 0 on S Vi, t; is 0 on S
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We now attempt to bound the number of t’s in RY such that 0 < ||¢t|| < B and ¢ is 0 on all CRT components
corresponding to S. As RV = LR, it suffices to bound the number of #’s in R such that 0 < ||t|| < nB and ¢
is 0 on all CRT components corresponding to S.

The latter condition implies that ¢ is a nonzero element of an ideal I of R of algebraic norm ¢!51%. Let = € T
reaching A1 (). By the arithmetic-geometric inequality, we have:

(D) = [l2] = VAN @)™ = VaN (@) = VaN ()" = Vagl$om,

As a result, there is no such ¢ when |S| > (1 — d/m)n/é. If |S] < (1 — d/m)n/d, then we are looking
for the number of points of the (ideal) lattice I in the hyperball of radius nB and center 0. All such
points are away from one another by at least A1(I). Therefore, by the pigeon-hole principle, there are at
most (2n.B/\ (I))™ < 4~ "¢" % ~I519 such points.

Now, the probability under scope can be bounded from above as

4. Z q(m—d)(|S|5—n) . qmn—nd—m\S\é < 2,
SC[(1=d/m)n /4]

This completes the proof of the lemma. a

As a consequence of the result above and the preceding discussion, we obtain the following converse
to Theorem 3.6. Note that even for d = 1 (i.e., for an R-SIS instance), the resulting Mod-GIVP instance
has module rank m: This result does not provide a reduction from R-SIS to Id-GIVP (the module rank in
Mod-GIVP is m, which is possibly much larger than d).

Theorem 5.2. For any d > 1 and e(N) = N=“M) | there is a polynomial time reduction from solving M-
SISym.p to solving Mod-GIVPZ: (with module rank m), for any m(N),q(N), B(N) and v(N) such that

B8 >~vVNuw (\/log(N/E)) g and m,logq < poly(N).

Reducing M-LWE to Mod-GIVP. One of the classical ways for solving LWE consists in solving an
associated SIS instance [25]. We propose an adaptation of this approach to module lattices: We reduce
M-LWE to M-SIS and then combine this reduction with Theorem 5.2.

Let us sample s uniformly in (qu)d, and ¢ from 7. More precisely, we sample x; from I'(2,1) for i €
J, define r; = r,_; = a/1+ /nx;, and let ¢y = D,. Assume that we have access to arbitrarily many
samples (a;,b;) € Rg X Tgrv with a; uniform in Rfj and all the b;’s uniform and independent in Tgv, or
all the b;’s of the form b; = é(ai, 8) + e; with the e;’s are sampled from 1. Our goal is to determine with
noticeable advantage which situation we are in.

We consider m such samples (with m to be optimized later). Let A € R7"*¢ be the matrix whose
rows are the a;’s. By solving M-SIS, ,, 5 for AT, we obtain a nonzero vector z € R™ such that ||z|| < j
and z' - A = 0 mod ¢. Now, we compute (z,b), where b € T’} is the vector made of the b;’s. If the b;’s are
uniform independent of the a;’s, then the inner product (z, b) is uniformly distributed in Tgrv. Otherwise, we
have (z,b) = (z,e) (modulo R), where e is the vector made of the ¢;’s. By Lemma 2.13, we have that (z, e)

is distributed as D, with 77 =1, -\ />, [oj(2x)|? for all j € Z;. As a consequence, we have

{2, b)|| < tv/n - max ]|
J
<ty ||2] - max|ry| < 2tn%/ 408 - max fr,,
J J
with probability > 1 — 272(%) gver the randomness of the e,;’s. Furthermore, as we have |z;| < ¢ with
probability > 1 — (2 4 t)e™¢ for all j, we obtain that the bound above is itself smaller than 2t2n3/* a8 with

probability > 1 — nt2=?®), As RV = %R, if the latter upper bound is smaller than ﬁ, then (z,b) will be
unexpectedly small.
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Overall, we have proved that if 3 is such that n”/*w(log(N)) - a8 < 1, then we can distinguish between
the two challenge distributions with non-negligible advantage. By Theorem 5.2, we thus obtain a reduction
from Mod-GIVPZe with module rank m to M-LWE r,, if 7 is such that ayn™/*/Nuw(y/log(N/e))gm < 1.
Taking m = dlog ¢q leads to the following result.

Theorem 5.3. For anyd > 1 and e(N) = N—W) there is a probabilistic polynomial time reduction from
solving M-LWE, r,, to solving Mod-GIVPY: (with module rank dlogq), for any o(N) and v(N) such that

L> yN3/2w(\/log(N/e)) and log q < poly(N).
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